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BEYOND THE MOAT - COMPREHENSIVE SECURITY STRATEGIES

The first steps in constructing a hardened perimeter are to discover your network and your perimeter, know what you
are protecting! What we find is that it can be difficult for banks to truly understand their environment. A heuristics
based IPS is the most important component of a perimeter defense, to catch the new and unknown threats and stop
them before they can cause damage. Banks must ensure that any system be configured by experienced personnel:
a mis-configured firewall is worse than no firewall at all. Finally, train all your personnel, at all levels, to the dangers
of the Internet. Teach them what behaviors can compromise the security of your data, tell them about social engi-
neering. It will be the best money you'll ever spend.

Financial institutions usually have a few employees or vendors who need access to many applications. IPSEC 3DES
is the solution in such cases. Strong authentication may also be in order. Again, educate your employees (and exec-
utives) to the dangers of social engineering, and implement strict procedures in case a laptop is stolen.

We tend to focus on Internet threats, and we either forget or underestimate that most security breaches come from
inside the network. Know what assets you are protecting and adopt different measures depending on the importance
of what you are trying to protect. The technology is almost irrelevant, as long as you adopt a comprehensive and rel-
evant solution. Keep your systems patched and Anti-Virus defense regularly updated. Again, at the perimeter, a
heuristics-based IPS is key to preventing intrusions.

The key pieces of a defense-in-depth strategy definitely include Anti-Virus and firewall, because of the erroneous
common perception that a firewall is enough to protect the perimeter. We are seeing an increased attention to anti-
spyware software, given the threat spyware represents. The notion that viruses and threats are more effectively
stopped at the gateway with an all-in-one appliance is one that is making inroads in the Small and Medium Enterprise
landscape.

Viruses, vulnerabilities, social engineering - these words were used when | was in college, and they still exist today.
The race between hackers and security companies is perpetual. Security is not a financial institution's core business,
indeed it is a round the clock job which should be entrusted to companies like Network Box who make it their busi-
ness to ensure the safety of our clients' data. The worst mistake an FI can make is to do something once and believe
that's all it needs.

A Network Box is a perfect fit for the perimeter security of small banks with its low total cost of ownership.
Furthermore, our clients are pleased with our commitment to helping them meet their regulatory scrutiny by having
achieved SAS 70 Type Il attestation. Network Box logs and reports have met IT examiner's needs at both State and
Federal levels.
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