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Financial Technology News and Strategies

Managing Risk and Security Efficiently and Affordably

When the term "Disaster Recovery" is mentioned, most people incorrectly assume this means having a data backup scenario in place
which will allow a bank to resume its data operations as quickly as possible. Of course when it comes to banks, getting transaction capa-
bility back on line quickly is absolutely essential should unfortunate circumstances arise. However, data backups are only one small part
of the overall recovery and risk management plan that needs to be addressed.

If we look at the efforts that banks have put in place to deal with the "data" side of the house, | believe most people would agree that a
rating of good to excellent would be found among most of them. However, if the same question were posed relative to the storage, secu-
rity and retention of their vital document records many would probably rate fair to poor.

The irony of this is, that without a balance between these two operational areas (both data and documents), those very same banks that
customers look to for security and protection of their personal financial records would find they are probably no better off than having
copies placed in a home filing cabinet.

Banks must create an operational records retention plan relative to the "other data" (or document storage) side of the house. The first step
is to recognize the shortcomings of their disaster plan and make efforts to address each operational area in detail. This does not mean
turning over the responsibility to a "core provider" and expecting them to do it all for you.

What it does mean is systematically going through a detailed analysis of your most critical documents and classifying them in terms of
importance, need and relevance to ongoing operations. For example, is it essential to find a two year old copy of a check, or would it be
more important to have signed copies of loan documents, mortgage agreements, copies of investment deposits, etc that could be readi-
ly accessible, reproduced and in terms of technology solutions, digitized so that they can be stored offsite in a secure, protected environ-
ment? This is a process that banks should go through, update, test and make subject to review and scrutiny by outside audits at least on
a yearly basis which will put them on the path to refining their DR plan and improving what they may, or may not, already have in place.

In depth planning is key to helping banks become more efficient in managing their security posture. This includes both a "strategic" long-
term plan as well as a short-term "tactical", or operational plan, that can be implemented at a moments notice. The reality of course is that
no one can predict or prepare for every scenario, but going through the process in and of itself is a form of preparation as it teaches prin-
ciples that can be re-applied to differing scenarios should the need arise. So, taking time to prepare involves planning for the unexpect-
ed, predicting, and putting in place the tools, or in the case of document retention, imaging systems and storage solutions that can help
alleviate the potential for document loss as well as data loss.

MVi offers document management solutions and records management solutions that have certified to meet the Department of Defense
Standard DoD 5015.2 certification. What this means is that there is standard that has been adopted which is available for most any busi-
ness segment and can be implemented to insure the highest level of document protection in the event of disaster. MVi brings a level of
professional leadership to our customers that allow us to assist them in implementing document storage solutions to cover the other types
of data not typically addressed in a core disaster recovery model. MVi's primary business driver is to provide our customers with secure
document retention systems as well as a strategic methodology for achieving their goals.
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